Abstract eHealth, mHealth and "Web 2.0" social media strategies can effectively reach and engage key populations in HIV prevention across the testing, treatment, and care continuum. To assess how these tools are currently being used within the field of HIV prevention and care, we systematically reviewed recent (2013-2014) published literature, conference abstracts, and funded research. Our searches identified 23 published intervention studies and 32 funded projects underway. In this synthesis we describe the technology modes applied and the stages of the HIV care cascade addressed, including both primary and secondary prevention activities. Overall trends include use of new tools including social networking sites, provision of real-time assessment and feedback, gamification and virtual reality. While there has been increasing attention to use of technology to address the care continuum, gaps remain around linkage to care, retention in care, and initiation of antiretroviral therapy.
Introduction
In recent years, HIV prevention has been reframed by the dual, related concepts of the HIV care continuum -or treatment "cascade" [1, 2] -and "Treatment as Prevention" (TasP) [3, 4] . Both concepts draw on scientific advances that demonstrate the ability of antiretroviral therapies (ART) to prevent HIV acquisition in the form of Pre-Exposure Prophylaxis (PrEP), and reduce forward transmission via earlier initiation of ART among those who are HIV-positive [5] [6] [7] . In practice, the success of these biomedical strategies will depend on integrated prevention and care systems and sustained behavioral modification. To aid the rapid and cost-effective application of these new advances, researchers and health practitioners are testing a variety of technology-based approaches.
eHealth (using information and communication technologies for health), and more recently mHealth (using mobile devices for health), strategies provide opportunities to reach and engage key populations in HIV prevention across the testing, treatment, and care cascade [8•, 9, 10••] . Equivalent outcomes have been found comparing therapist and computerbased interventions (CBI) focused on the promotion of a range of health behaviors; two meta-analyses found that CBIs can change mediators of safer sex (e.g. HIV/AIDS knowledge, condom use self-efficacy) as well as behavioral and biomedical outcomes (e.g. condom use, incident sexually transmitted infections (STIs) [11, 12] . Since the early 1990s, the range and complexity of tools available for CBIs have grown to include serious gaming (using gaming principles and mechanics to achieve a specific health or education outcome), interactivity, simulation, and virtual reality (VR). These tools are being leveraged to address the need for innovative and highfidelity technologies within health-related interventions [13] [14] [15] [16] [17] [18] [19] [20] [21] . Given the rapid expansion of the mobile web, social media, and user-driven content-so called "Web 2.0"-these technologies are highly scalable and relatively cost-effective once developed.
Mobile phone ownership is widespread across the world. In the US, 90% of adults own a mobile phone and 58% own smartphones [22] . Usage statistics are variable in other parts of the world, but a recent Pew Internet Research survey found that over 50% of respondents in each of 24 included countries owned a mobile phone with rates as high as 91% in South Africa and 95% in Jordan and China [23] .
Expanded access to smartphones has fundamentally changed how we engage with mobile technologies. Mobile applications, "apps", are computer programs designed to run on smartphones, tablet computers and other mobile devices. While apps were originally offered for general productivity and information retrieval, they have expanded to include games, location-based services, and more recently, mobile medical apps, though use within HIV prevention and care is still in its infancy [24, 25, 26•] .
A concurrent evolution of web technologies has transformed internet utilization. In contrast to static web sites where consumers are limited to passive viewing of content, a Web 2.0 site allows users to interact and collaborate via social media platforms as co-creators of user-generated content in virtual communities (e.g. Facebook, Twitter). The popularity of these new forms of engagement is evidenced in the exponential growth of social and sexual networking sites (sites where people explicitly seek others for sex) over the past decade. Seventy-three percent of online adults now use a social networking site of some kind, and 42% use multiple sites [27] . Thus, interventions delivered via social media have the potential to reach large numbers of participants "where they are". Sexual networking sites like Grindr among men seeking men, and more recently Tinder for heterosexuals, are increasingly popular and create new opportunities for finding sex partners. Grindr boasts five million users in 192 countries [28] while Tinder is suspected to have as many as 10 million active daily users [29] .
While social media sites may facilitate sexual risk behaviors in certain contexts, they also create opportunities for health promotion [30••] ; interventions can be delivered at the times and places most relevant for individuals, utilizing technologies they already own and are familiar with. We conducted a review of recent advances and current trends in the use of electronic and mobile health technologies for primary and secondary HIV prevention. As technological development often out-paces academic research, we include emerging technologies and interventions that are still under development.
Methods
We searched PubMed, Web of Science, and NIH Reporter, using the dates 1/1/2013 to 9/1/2014 and the following key words in combination: HIV, eHealth, mHealth, smartphone, mobile phone, cell phone, mobile health, internet, online, app, application, social media, web, and Web 2.0. We also searched select conference databases for 2013 and 2014, including Conference on Retroviruses and Opportunistic Infections (CROI); International AIDS Society (IAS2013 and AIDS2014), US Conference on AIDS (USCA), STD Prevention Conference, and Youth+Tech+Health (YTH). Among articles and abstracts identified through these searches, we included for review those which reported the development, pilot test, or randomized controlled trial (RCT) of an HIV primary or secondary prevention intervention that utilized internet and/or smartphone-based technology as a primary component of the intervention. We excluded publications that: 1) did not include a clear intervention, 2) exclusively used textbased technologies such as mobile phone text messaging (SMS), or CD-ROM-based technologies (independent of internet connection), or 3) did not include an HIV-specific outcome (e.g. focused exclusively on other STIs).
We abstracted the following information into a Microsoft Excel database: author; publication/funding year(s); citation/ grant number; institution; study population; sample size; study location; study description (intervention and control conditions) and primary and secondary outcomes. We categorized the technology mode(s) applied as: "web-only" (websitebased, no explicit mobile phone component); "mobile web" (explicit design for use via a smartphone or tablet with internet connectivity); "app" (stand-alone application, able to operate on a mobile device independent of internet connectivity); "web+phone" (utilizes a combination of internet and mobile phone based elements); and "Web 2.0" (employs tools or platforms of social media in conjunction with internet or mobile phone, e.g. use of Facebook to spread HIV education).
Lastly, we categorized each included intervention by the stage(s) of the HIV cascade primarily addressed defined as: 1) preventing primary acquisition (e.g. condom promotion, STI care, pre-exposure prophylaxis); 2) increasing HIV testing; 3) supporting linkage to care; 4) supporting retention in care; 5) supporting initiation of ART; 6) supporting adherence to ART and/or increasing viral suppression; 7) preventing secondary transmission. We applied categorization 7 to interventions which focused on reducing risk behaviors among diagnosed HIV-infected persons (prevention for positives). ART-based strategies can also be considered as preventing secondary transmission; in this categorization model, these activities are captured by categories 3 through 6.
Results
We identified 26 relevant published articles and conference abstracts describing 21 intervention studies (Table 1 ) and 14 systematic reviews and meta-analysis studies (not presented in Table form ). Searches within the NIH Reporter database identified an additional 31 studies currently underway (Table 2) .
For each prevention approach, we begin by highlighting evidence from randomized controlled trials (RCTs). In the absence of data from RCTs, we describe results from pilot trials and study protocols. Following the continuum of care framework, we organize the results in terms of mode of delivery (e.g. web based, mobile, smartphone app) and point of intervention along the care continuum. As noted throughout, and displayed in Table 3 , a number of interventions target more than one area along the continuum and/or use multiple modes of technology.
I. Web-Based Interventions
Within peer-reviewed published literature, the web continues to be the predominant mode for intervention delivery. Overall, ten published studies [31•, 32-40] and eight studies underway applied web-based interventions. Focus areas across the HIV continuum of prevention and care included eight primary prevention interventions, five testing interventions, two for linkage to care, two focused on retention, four focused on ART initiation, four focused on ART adherence, and five for secondary prevention (Table 3) .
Prevention of Primary Acquisition and/or Secondary Transmission
The majority of the interventions completed in the last year have focused on prevention of primary HIV acquisition. Danielson et al. developed a web-based adaptation of the evidence-based intervention, Sistas, Informing, Healing, Living, and Empowering (SiHLE). The pilot study demonstrated increases in HIV/STI knowledge, risk reduction, and condom use self-efficacy [41•]. Ybarra et al. conducted a large pilot trial of CyberSenga, an internet-based intervention informed by the Information-Motivation-Behavior model for HIV prevention among 366 secondary school students in Uganda to increase abstinence and condom use, and teach about healthy relationships, communication and decision-making skills. While there was an increased level of abstinence at the three month follow-up between the intervention and control (81% vs. 74%, p=0.08), there were no significant differences in the main outcomes at 6 months [32, 33] . This type of intervention decay has been seen in other behavioral interventions delivered online and in person [42, 43] .
Milam et al. presented results from their controlled trial of an internet-based risk reduction intervention in HIV-positive men who have sex with men (MSM) who reported recent unprotected sex or STIs. Participants at three US HIV clinics were randomized (1:1) to either a monthly behavioral risk survey instrument alone or combined with tailored internet-based prevention messages based on their self-reported risk of HIV transmission. Intervention arm messages targeted condom use, ART use, disclosure of HIV status, and reducing substance use. Syphilis, gonorrhea and Chlamydia were assessed at baseline and every 3 months. The internet-based risk reduction intervention showed no evidence for efficacy in reducing incident STIs among these subjects [39] .
HIV Testing
Despite recommendations to increase and routinize HIV testing, an estimated 15% of persons in US [44] and 54.3% of persons worldwide [45] are unaware of their HIV-positive serostatus. Bauermeister et al. presented findings of an intervention designed to provide young MSM (age 15-24) with tailored, motivational content around HIV/STI testing alongside a testing locator. Those who received the intervention (compared to the testing locator only) were more likely to visit an HIV/STI testing clinic and report higher testing self-efficacy. The intervention also saw decreases in reports of the number of overall sex partners as well as the number of condomless anal sex partners in the prior 30 days [36] .
II. Mobile Web/Smartphone Apps
Our review identified four published studies [37, 38, 46, 47] and 14 studies underway utilizing smartphone-based interventions for HIV prevention and care. These include seven interventions focused on primary prevention, six addressing testing, three for linkage to care, four for retention in care, four for initiation of ART, ten for ART adherence, and two for secondary prevention (Table 3) . Of note, all interventions identified for retention in care and secondary prevention were still in the development phase. [46] . Baseline and follow-up interviews at 3 and 6 months were completed by an audio computer-assisted self-interview (ACASI). The primary study outcome measure of unprotected vaginal and anal sex with a high-risk partner was significantly lower at follow-up for both treatment arms (p<.001) compared to baseline. These reductions were dramatic with median risk behavior falling from about 21 to 22 unprotected vaginal sex act equivalents in the prior 3 months at pre-intervention to five to six such acts post intervention. The authors concluded that both smartphone interventions were viable for HIV prevention [46] . Phillips et al. evaluated the feasibility and acceptability of the Safe in the City intervention modified for "on-demand" delivery on a handheld device among opioid-dependent patients in methadone maintenance therapy [47] . The interactive mobile HIV Risk Reduction modules consisted of three components: videos, questions about videos' acceptability, and questions about videos' perceived effectiveness. All three videos met a priori criteria for acceptability and feasibility and participants answered 92% of HIV/STI knowledge questions correctly post-video [47] .
III. Web 2.0/Social Media
Numerous studies employed innovative demonstration of Web 2.0 and social media website and apps including the use of Facebook, gamification, and interactive graphical interfaces (discussed in more detail in section IV, below). We found 10 published interventions [41•, 48-56, 57••, 58-60] and 17 studies underway utilizing Web 2.0 technologies. These include 19 focused on primary prevention, eight addressing testing, one for linkage to care, four for retention in care, three for initiation of ART, five for ART adherence, and four for secondary prevention (Table 3) .
Prevention of Primary Acquisition and/or Secondary Transmission
Lelutiu-Weinberger et al. tested the feasibility, acceptability and preliminary efficacy of a live chat intervention delivered on Facebook for reducing condomless anal sex and substance use within a group of high risk young MSM (YMSM) in a prepost-test design with no control group [49] . Participants (N= 41; 18-29 years old) completed up to eight one-hour motivational interviewing and cognitive behavioral skillsbased online live chat intervention sessions. Analyses indicated that participation in the intervention (n=31) was associated with reductions of days of drug and alcohol use in the past month and instances of anal sex without a condom (including under the influence of substances), as well as increases in knowledge of HIV-related risks at three-month follow-up [49] .
HIV Testing
Within Project Hope, 16 peer leaders were randomly assigned to deliver either HIV information and promote free homebased HIV tests (intervention) or general health information (control) over 12 weeks through closed Facebook groups [55] . The intervention was delivered to 112 MSM (85% African American). Compared to the control group, those in the intervention were more likely to request home-based HIV testing kits: 44% vs. 20%; and take and return test kits: 36% vs. 18% [57••] . Retention in this study was very high: 93% at 12 weeks and 82% at 12 months [61] .
While Facebook has been the primary site of most Web 2.0 interventions to date, researchers in China used a combination of active (instant messaging, chat rooms, mobile phones, email) and passive (website banner ads) methods to promote voluntary counseling and testing (VCT) among 3332 MSM. Overall, 12.9% of men contacted (n=429) were tested at designated VCT clinics. Instant messaging was the most effective mode for promotion: one of four men contacted went in for testing, while email was least effective (1:140). Compared to passive recruitment, active recruitment mechanisms yielded men who were significantly younger and more likely to have never tested for HIV or tested less frequently [58] .
There have been a number of online interventions that resulted from adaptation of existing in-person evidence-based or evidence-informed interventions to be delivered online [34, 38, Content analysis was applied to 3838 posts and comments that appeared on the YAP Facebook wall over a 15-month period (3/1/11 -7/1/12). Most of the interactions on the Facebook page during the course of the study period were positive, and a substantial amount of social support was observed. Of the 3838 posts and comments analyzed, 6.6 % (255) sought some kind of social support and 15.1% (578) provided (or offered to provide) some type of social support, demonstrating that social networking sites may offer effective ways for health organizations to communicate with young adults [59] .
IV. New Trends and Developments in mHealth Interventions
The US National Institutes of Health (NIH) has recently funded a number of new HIV prevention and care interventions that apply mHealth and eHealth technologies ( Table 2) . While some employ established technologies, there is a noteworthy trend toward greater integration of individual user tailoring via interactive and role-playing elements. We highlight these interventions as examples of what the field can expect to see in the published literature over the next few years.
Provision of Real-time Feedback
Several interventions attempt to monitor behaviors over time and offer real-time feedback at key moments in order to influence positive behavior change (also called Ecological Momentary Assessment [28] ) [41•] . One newer intervention under development, iHAART, delivers personalized adherence interventions with content and "dose" that adapt in real time to variable medication adherence in HIV-infected stimulant users (methamphetamine, cocaine, MDMA). A three-month pilot study is planned to test functionality and acceptability (PI: Boyer). In another example, eMOCHA (electronic Mobile Open-source Comprehensive Health Application), investigators are developing an app to assist peer navigators deliver individually-tailored interventions to HIV-infected injection drug users who are out of care. Ecologic momentary analysis is being used to trigger either phone call or visit from the peer navigator or automated, context-specific messages (PI: Kirk).
Gaming and Gamification
Gamification uses game-related design components and principles along with psychology in non-traditional gaming contexts and represents a unique opportunity for meaningful and sophisticated ways to engage participants in online health behavior interventions [62, 63] . Components of gamification may enhance the degree and depth of participant interaction, increase behavior change learning opportunities and improve intervention appeal for youth. We draw attention to two interventions focused on youth (ages 9-14) that address prevention of primary acquisition of HIV/STIs delivered using two popular gaming systems (e.g. Playstation, Wii). Retro-Warriors' is an interactive video game in development designed to decrease HIV risk by teaching sex, drug and alcohol negotiation and refusal skills to youth, aged 9-14 (PI: Fiellin). In a second example, investigators at the University of Alabama are developing an unnamed individually tailored, electronic HIV prevention adventure game designed to improve decisionmaking and learn behavioral strategies that assist with avoiding sexual risk behaviors among African American rural adolescents, age 12-14 (PI: Enah).
Another intervention that uses game-based principles is healthMpowerment.org (HMP). HMP is a mobile-phoneoptimized internet-based intervention for young black MSM that provides information, resources, tailored feedback, and social networking platforms for social support. As participants engage with material on the site (e.g. read articles, submit posts), they acquire points to spend on real items in the HMP store (e.g. water bottles, sweatshirts) and they move up status levels on the site. Pilot studies supported the feasibility and acceptability of this intervention [64] [65] [66] . A statewide RCT is currently underway in North Carolina (n=474) and outcomes include reduced unprotected anal intercourse (UAI) in the past 3 months (primary), depression, social support, viral load/CD4, adherence, testing, HIV knowledge, and substance use (PI: Hightow-Weidman).
We also highlight two interventions in development that focus on increasing medication adherence through gamification. Epic Allies TM is a mobile phone app that utilizes game mechanics and social networking features to improve and optimize ART uptake and adherence among YMSM. This app will be tested in an RCT (n=300) through 14 sites of the Adolescent Trials Network. Outcome measures include engagement with medical providers, medical appointment consistency, ART uptake, medication adherence, viral suppression, and CD4 count (PI: McNulty).
In an intervention being developed by Brown, participants will gain smartphone access to an engaging and immersive gaming app each time they open their medication bottle (via wireless connection between the pill bottle cap and participant's smartphone). While gaming, participants will gain information about their health, improve motivation for ART and medical appointment adherence, and practice healthy behaviors. The intervention will be tested in a pilot RCT (n=60) with medication adherence and viral load measures as primary outcomes.
Virtual Reality
Virtual Reality (VR) scenarios are computerized, interactive role-playing games that can yield engaging, ecologically valid, and user-centric content. Within the field of HIV, these interventions are designed to increase mastery of important skills associated with sexual health promotion, effectively address affect management, and provide more robust situationspecific intervention techniques (e.g. practicing HIV status disclosure or condom negotiation skills). VR can supplement or take the place of traditional in-person role-playing exercises, which are limited by numerous factors including the prior relationship between the health provider and participant, appropriate ethical constraints, and scalability [67] . These limitations make for highly artificial "practice" that is unlikely to elicit the actual reactions, both emotional and physiological that individuals encounter in real life.
"Tough Talks" is a disclosure intervention for HIV-infected YMSM, which aims to create an internet-delivered software program that will offer intelligent virtual character-driven scenarios focused on increasing mastery of important skills associated with disclosure of HIV status. The intervention will address sexual health communication with sex partners in the context of disclosing HIV status using artificially intelligent technology (e.g. avatars) and natural language processing.
Another example, "SOLVE: Socially Optimized Learning in Virtual Environments (SOLVE)", has created "virtual date" narratives based on extensive formative research with MSM. In a national online survey among HIV-uninfected MSM (n=921) they found significant shame reduction and decrease in UAI compared to a wait-list control group [31•]. Significant effects were maintained at 6 months follow-up (author personal communication).
Conclusion
The advantages of internet and mobile-based interventions include the potential to provide consistency in the delivery of an intervention, potential low cost once developed, and the ability to disseminate the intervention to a wider population. Advances in technology offer a wide range of approaches, from the most straightforward use of mobile phones to send reminders or track information to a full suite of capabilities within smartphones (e.g. GPS, sensors) and beyond. While there has been significant progress over the past year, there is still a lack of long term and large-scale efficacy outcome studies. Given the many pilot studies and studies in development, we can expect to see a substantial increase in available results in the coming years. Importantly, as shown in the bottom half of Table 3 Confirming what others have noted, our review identified a predominant number of completed and planned interventions conducted within the United States (U.S.) and focused on MSM [68•] . This leaning, in part, reflects the defined nature of this review which excluded text-based interventions, a number of which have been conducted in non-US settings (see [69] [70] [71] [72] for recent reviews of SMS-based HIV/AIDS interventions). This pattern also reflects the unequal distribution of technology worldwide, the American HIV epidemic, and MSM's early adoption of new technologies and social media, including geosocial smartphone apps to meet sex partners [73, 74] .
Smartphone uptake is increasing globally and changing the way we access the internet. More than 1.75 billion people are expected to own and use smartphones by the end of 2014, up more than 25% over 2013 [75] . Users in Western Europe and the Asia-Pacific region make up the greatest number of users, with consumers in Asia-Pacific accounting for more than half of all smartphone users in 2014 [75] . Expansion of smartphone penetration in non-industrialized countries will impact our ability to affect HIV outcomes globally in a meaningful way. A critical first step requires local assessments to understand a target populations' technology access and use (e.g. hardware ownership, development platforms, subscription plans, usage patterns and preferences). For example, while Android and iOS (Apple) continue to be the top two mobile operating systems globally (holding over 80% and 10% of market share in the second quarter of 2014, respectively) [76] , usage among key demographics may favor one or the other. This information is a critical starting point for appropriately tailored app development and dissemination. Throughout intervention development and implementation, research teams need to continue monitoring the local market and have a flexible intervention approach that can adapt to changes in technology uptake and usage within diverse populations and geographies.
Working in developing countries, particularly among MSM, requires a high sensitivity and awareness of safety, security, and privacy issues. MSM face high levels of stigmatization in many settings: In five countries and in parts of two others, homosexuality is still punishable with the death penalty, while a further 70 countries may imprison citizens because of their sexual orientation [77] . In addition, government monitoring and restrictions on technology access can pose problems including lack of trust and the ability to design engaging, explicit and appealing content. For example, the Chinese government maintains strict control over the internet through a variety of censoring, blocking, and monitoring tactics [78, 79] . At the same time, web-based technologies may offer more discrete access to health information (as compared to clinic settings) in countries where sexuality, sexual behaviors and HIV/STI are highly stigmatized. Regardless of the setting, in-depth assessment and qualitative research are needed to ensure protection of individuals and position programs for better success [80] .
There are a number of lessons we can learn from researchers who have tried to use smartphone and Web 2.0-based technologies for HIV prevention and care. First, future interventions will need to be mindful of eHealth literacy inequities in the population, as well as account for constant changes in the popularity and emergence of social media platforms and devices themselves. Second, challenges exist between different "languages" spoken and overall goals of programmers, researchers, and end-users. Aims of app development and definitions of success may differ between researchers and programmers, and each may be responding to different perceived needs of end users. Teams can address some of these differences through continuous formative research with the target population during intervention development and creating very explicit deliverables, timelines, and division of labor within the development team. These first and second points emphasize the importance of designing technology-based interventions with the end user constantly in mind to create something that is intuitive, useful, engaging and fun [80] .
Lastly, a number of funding challenges are inherent to this research. Investigators may have difficulty devoting sufficient money to design, programming and/or dissemination either due to budget limitations, inexperience, or unexpected technology challenges. In addition, the required development process for technology projects is not necessarily well-aligned with standard federal funding mechanisms and timelines; The accelerated pace of technology evolution is driven by commercial markets, and is often at odds with the typical speed of funding application, review and reward cycles, as well as with typical research timelines. Technology interventions that are tested through this cycle run the risk of being outdated by the time intervention results are ready for dissemination. Additional funding may need to be explicitly earmarked to expedite the technology transfer pipeline from prototype to pilot trial and efficacy trial if we are to be responsive to the rapid changes in technology.
Going forward, we foresee HIV care and prevention intersecting with novel technology advances such as quantified self-movement and geolocation, self-monitoring of physiological and emotional states (e.g. mood, arousal), and performance (mental and physical) in the near future. These advances will be vital to ensure the success of integrated sustained, behavioral modification and biomedical strategies for prevention and care. Additionally, while establishing efficacy is of course critical, many of these studies have yet to demonstrate effectiveness through scale-up, a key issue in increasing access and dissemination for HIV prevention. As with biomedical interventions, we need to explore ways to ensure that "what works" within eHealth, mHealth, and Web 2.0 can be accessed and widely utilized by populations at risk for HIV.
